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ABSTRACT

Currently the Naval Postgraduate School’s Al umi
Dat abase houses the records of nearly twenty-six thousand
al umi, however there are over fifty thousand nore records
that need to be added. Al though a database currently
exists that attenpts to fulfill many of the requirenents of
an alumi system it has been determned that overall the
current database is inadequate. A need exists to either
nodify or replace the current systemto ensure that all of
t he Naval Postgraduate School’s alumi relation needs are
net . A decision is being pondered about whether the
creation and managenent of such a system should be done
within the confines of the school or outsourced to another
organi zation, this thesis wll aid in that decision nmaking
process. Throughout this study, evaluations are nade on
the feasibility of having an alumi system and the nost
cost effective way to obtain it. Assessnents and
recomendati ons are also made on issues involving security,

accessibility, and the responsibilities of the systems

users, as well as the system In its entirety, this thesis
will serve as a foundation for those who will determ ne how
the Naval Postgraduate School wll proceed in finding a

solution to its alumi needs.
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. 1 NTRODUCTI ON

A BACKGROUND

Established in 1909, the Naval Postgraduate School
began as a snmall graduate school specifically designed to
educate mlitary officers. Through its transition from
Annapolis, Maryland to Monterey, California, and throughout
its existence there have been thousands of students who
have matricul ated at the institution. Since nost of these
graduates have served, or wll continue to serve in many
different mlitary and civilian capacities, therein lays a
val uable reservoir of knowl edge waiting to be accessed.
This know edge is inmportant to the Naval Postgraduate
School for several reasons that range from conducting
al umi surveys to generating ideas and answers to various
research issues. Over the past fifteen years various
attenpts have been made to construct a way to access this
knowl edge and to stay connected wth the graduates,
however, a glaring void still exists in this arena.

Currently, there is no effective nedium that exists
that allows the Naval Postgraduate School’s staff and
faculty to stay connected wth the school’s alumi.
Naval Captain Jeff Kline of the Gaduate School of
Qperations and Information Science, Dean Douglas Brook of
the G aduate School of Business, and Naval Conmander Sue
Hi ggins, a faculty nenber in the Space Systens curriculum
agree that by having an effective system all departnents
within the school would be able to obtain nore feedback on
real world issues and problens that dom nate the business
world, as well as the fleet. Dean Brook al so suggests that
tracking how well the school is progressing as a |earning
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institution would also be easier to acconplish with a nore
effective system avail abl e. He notes that although sone
processes may be acconplished by the current system the
advantages created by a nore diverse and wuser-friendly
system woul d be nearly limtless.

Goup mail-outs to alumi and forner staff, as well as
daily, weekly, or nonthly updates of the changes bei ng nade
at the school would also be an activity greatly facilitated
by a nore effective system Presently the possibility of
t hese updates being done by one central system does not
exi st, however they are being attenpted through various
means that are seen by only a small fraction of its
i nt ended audi ence. Wth a new and nore effective system
files would be managed and maintained electronically which
would allow for greater accessibility, wusability, and
visibility.

Additionally, Anmy Crain of the Naval Postgraduate
School Foundation estimtes that because of the current
systenis inability to foster relationships and connecti ons,
t he Naval Postgraduate School Foundation, |Incorporated has
m ssed the opportunity to raise hundreds of thousands of
dollars in fundraising and donations, donations that could
be used for things such as supplenenting student housing
costs or assisting in guest speaker costs. She estimtes
that with a conpetent and effective system in place,
fundraising could reach nearly seventy-five percent nore
potential donors than are currently being reached. Thi s
increased outreach would not only benefit fundraising
totals, but would also establish a connection where other
i nformation could be shared.



B. RESEARCH | SSUES

From these areas of concern it is evident that a void
still exists in the Naval Postgraduate School’s alumi
system This thesis will focus on filling that void by
detailing requirenents for a Web-enabled alumi information
system that will allow the executive staff, faculty, and
alumi of the Naval Postgraduate School to stay connected
even after they have departed from the institution. In
order to create such a system however, several problens

must be addressed and resol ved.

. How to design an effective and wuser-friendly
system

. Identify who the main stakeholders of the system
are, and how they will interact with the system

. How to evaluate the costs and benefits of

out sourcing such a system conpared to devel oping
t he system i n-house.

. Determ ne which alternative best acconplishes the
goal s of the Naval Postgraduate School .

. How to design a system that allows for group
nodi fications to be acconplished and infornmation
to be shared anbngst its users.

. How to design a system that can interact wth
ot her NPS syst ens.

. How to design a security structure to safeguard
the integrity of the data.

C. METHODCL OGY

To gain know edge on how alumi information was
acquired and maintained in the past, several research
techni ques were used. Because nmuch of the history
surrounding the Naval Postgraduate School’s alumi system
is not well docunented, a significant nunber of telephone

and personal interviews were conducted to solicit
3



i nformati on and know edge about past and future systens.
Interviews were conducted ranging across the spectrum from
representatives of potential outsourcing conpanies to key
representatives of the nmmjor stakeholders that have a
specific interest in +the developnent of the system
Internet resources, books witten that were relevant to
this t opi c, previ ous t heses, and ot her rel evant
publications were also used to gather preparatory
i nformati on.

Research was done to design a systemthat allows group
nodi fications, and also to design a system that allows for
information to be shared, nmintained, and accessed by

mul tiple users.

Determning who wll utilize the alummi database, how
it wll be used, and the responsibilities of those using
the system are also nmmjor issues surrounding the

i npl enmentation of a new system An inportant deliverable

of this thesis is the description of all the ngjor
participants in the process and how they will interact with
both the system and one another. As a result of

stakehol der interviews and research of past usages and
requi renents, we have developed use cases, which are
textural narrative descriptions, for each of the nain
usages for this system and have docunented user
responsibilities in ensuring that the system is adequately
mai ntai ned. W have al so devel oped actor/use case diagrans
that illustrate the interactions between the users and the
system on a daily or weekly basis. Access criteria have
al so been produced to determ ne who requires access to the
system and what types of access they will be granted.



The ability of the new system to relate and interact
with other systens 1is another concern that has been
addr essed. Because of the diversity of the Naval
Post graduate School’'s systens, |led by the PYTHON Student
Managenent System neasures need to be taken to ensure that
any alummi system that is designed needs not only to
interact with the inportant existing systens, but should
also be able to replace many of the ad hoc and |egacy
systens that are being used to extract and utilize alumi
informati on canpus-w de. This can only be done if a
concise, wuser-friendly system is created. A study was
conducted to determne the levels of conpatibility that the
al umi system nust have to coexist with other NPS systens,
and how its developnent may result in other departnents
di scontinuing the usage of their ad hoc alumi systens.

Al so, a survey was conducted to determne if there was
any interest in having a new system introduced. A cost-
benefit analysis was also conducted to determne if the
costs of creating a new system was feasible for the school.
In the study, the benefits and costs of nmaintaining and
managi ng the system in-house are conpared to outsourcing
that responsibility to an outside agency.

When designing an interactive database that primarily
contains information about mlitary personnel, the need for
security is patently obvious. Research was done to both
identify the inherent risk associated with this project,
and to identify the risks that are a part of all
interactive Internet projects. This thesis offers possible
solutions to address and mtigate the risks that are
associated wth this subject.



D. STRUCTURE OF THE THESI S

Followi ng the conclusion of this chapter, the thesis
will flow in the follow ng sequence. Chapter 11 wll
chronicle the history of past attenpts nmade at building an
adequate system A snapshot will be provided that details
past subm ssions and their shortfalls. Chapter 1l wll
focus on whether the need even exists for an alumi system
Survey results wll be provided to illustrate that
potential users feel that there is a need for the system at
the school. Al so, cost-benefit analysis results wll be
provided to show the potential advantages and di sadvant ages
of the system and the options currently being explored to

get the wusability of the system back to an acceptable

| evel . Chapter IV will take a look at how the actual
system should |ook and be set up. Information wll be
provi ded detailing how the system will interface with the
current systens  at the Naval Post graduate  School ,
specifically the PYTHON Student Managenent System Use
cases will be provided to establish a guideline for how
users will interact wth the system and how the system
will respond to those actions. Al so, access criteria wll

be provided along with a list of user responsibilities to
show the different access levels, what that level wll

entail, who should be granted that level, and their
responsibilities to the system Questions concerning
security wll be presented with possible solutions to
mtigate concerns. In chapter V, we sunmarize the work

acconplished, provide a list of system requirenents, and
conclude wth other systemrecommendati ons.
Over the past fifteen years a significant anount of

progress has been nmde in constructing a flexible and

6



effective alumi system however to date, no system has
been designed that ensures that alumi information 1is
centrally located, easily accessed, easily nodified, and
easi |y managed. This thesis wll attenpt to bring the

Naval Postgraduate School closer to that goal.
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I'1. H STORY OF THE ALUMNI DATABASE SYSTEM

For many vyears the Naval Postgraduate School has
struggled to find ways to |locate and remain connected with
t hose who have attended and graduated from the school. In
an effort to provide a point of reference for how the Naval
Post graduate School’s Al umi System has evolved over the
| ast couple of decades, a brief snapshot of its history is
provided in Figure 1. Al though many of the details of
previous systens wll be excluded, sone of the problens
encountered by those systens wll be shown to provide
further evidence of why an updated or new systemis needed.

2000
ALUMNI DATABASE TIMELINE International Assoc.

Website goes Public

2000-Present

1998
SQL Database

Official Alumni
Database Introduced

1997

1980 1986 1992 :
More Automati
Manual System Electronic Records Automated System czize " OmaaI.O”
C Focus Database

rris and Univers:
Alphabetical Filing Many Erroneous Records Internet Hired

) ) ) )

I I I I I | I I I I I | I I I I | | I L I
1981 1982 1983 1984 1985 1986 1987 1988 1989 1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002
1980 2002

Fi gure 1. Al umi Dat abase Ti neline

The Naval Postgraduate School’s first known foray into
the alumi relations arena cane in the early 1980s, which
is when the school instituted its first alumi managenent
system with the intent of staying in contact wth the
school’s graduat es. The nmanual system that was designed

and inplemented during that tinme turned out to be very
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tedious, inefficient, and difficult to nmanage. The
majority of past and present student records that were
mai ntai ned were kept alphabetically in filing cabinets
|ocated in the Ofice of the Registrar. Wien it was
determined that a record required nodification or
cancel lation, attenpts were nmade by the Registrar’s Ofice
to nmake the necessary changes, however because the records
had to first be located, and then nanually updated, often
times the changes never occurred. Sever al factors
contributed to this inefficiency, but nost frequently this
| ack of progress resulted from an inadequate anount of
personnel, and the sheer volune of the records that had to
be searched to |ocate those requiring adjustnents. Thi s
resulted in thousands of records that were either outdated
or invalid.

In 1986, the school nade a second effort to address
the alumi situation. It decided that mmintaining the
records of all the graduates electronically rather than
manual |y would better prepare the institution for the
future. During the fall of 1986, the Ofice of the
Regi strar started keeping electronic records of all the
Naval Postgraduate School graduates. Al t hough the burden
of having enough physical space to house all the records
had been Ilifted, several challenges still existed. One
problem resulted from the conversion of paper records to
el ectronic ones. The conbination of inconplete and
i naccurate material contained in the hard copies along with
user input error resulted in the database being heavily
popul ated with erroneous data, which is still evident in
the current system Also, the tine and effort it took to
convert the records played a key role in delaying the

10



systenis usability. It would have required nearly around-
t he-cl ock input by several clerks to convert t he
approximately forty thousand existing records; therefore
many records are still only available in hard copy format.
By the end of the 1980's wusers realized that they
still were not getting what they wanted or needed from the
system so in 1992, after attenpting several nmanual and
el ectronic alternatives to contact past and present
graduates, another effort was nmade to autonmate the entire
al umi  system The project turned out to be quite
extensive and involved several organizations, primrily the
NPS O fice of the Registrar, the NPS Alumi Association,
and the NPS Foundation. These entities, along with severa
others, tried to create an NPS alumi database that would
not only store all of the alumi records, but also allow
for the conpletion of many different functions ranging from
printing sinple reports to running basic information
gueri es. In late 1992, the official NPS Al umi Database
was established and nade available to the school’s alumi.
The system had been designed utilizing a Focus program and
was expected to be nore effective and efficient than
previ ous attenpts. In addition to having extensive
storage capabilities and the ability to conplete basic
functions, the database was intended to easily accommodate
both record nodification and cancellation; wunfortunately
this was never acconpli shed. Al t hough this system sol ved
some of the problens that previous systens did not address,
the systemstill did not allow records to be searched using
designated fields. Also, records could still only be
accessed on an individual basis. Although nodifications to
i ndi vidual records could be done, they were difficult to

11



acconplish, and the ability of make group nodifications was
still not available. The system was also not very user
friendly; in fact the Deputy Associate Provost stated that,
if a user did not have significant know edge about Focus,

he believed it was virtually inpossible to extract

meani ngf ul data out of the system Al though this
particul ar att enpt proved to have very limted
capabilities, it did have a positive inpact on the

devel opnment of |ater systens. This failed systemlaid the
groundwork necessary for future attenpts at designing an
effective alumi system

Followi ng the | ead of other prestigious graduate |evel
institutions, NPS |eaders recognized an increasing need to
establish al umi connections, so in 1997 an Al umi
Rel ations O fice was established. Because the existing
system at that tinme did not allow the Naval Postgraduate
School the access that it wanted or needed, another attenpt
was made in 1998 to get a handle on the alummi problem by
creating a relational database that wutilized Structured
Query Language (SQ). This database was intended to
i ncorporate all the alumi-related information nade
avai l able from several sources around canpus and to store
it in one general |ocation. To populate this database

system information would be supplied from several sources:

. The Focus database that had been wused in the
early 1990's. The information from this database
would be wused to supply data about present

students, as well as the I|imted nunber of
graduates that had been entered into the system
Al t hough this system had not perforned well, nuch

of its information had proven to be reliable;
therefore it was transferred to the relationa
system

12



. Qut sour ci ng. Bernard C. Harris Incorporated, a
conputer service conpany, had been hired by the
school to conduct a poll to |ocate past graduates
whose manual records had been deened inconplete

or inaccurate. Harris’ findings, once verified,
also served as a source of information for this
dat abase. Uni versal Internet, another conputer

firm who had been hired by the NPS Al umni
Association to work on creating an alumi
managenent system also had pertinent information
that needed to be transferred to the relational
dat abase.

. The Alumi Relations Ofice. The ARO had been
mai ntaining information on current students and
recent graduates by nmaintaining manual checkout
and update sheets, and was also supplying the
rel ati onal database with information

Wth this wide variety of information being supplied
by several sources, the job of those conm ssioned to
devel op t he rel ati onal system becane I ncreasingly
difficult. Furthernore, soon after the project began, many
of the NPS l|eaders who had initiated the process were
beginning to transfer or retire, which caused a l|lapse in
nmoment um and direction.

Once nodifications to the system began to occur, a
bevy of new expectations began to surface. One of the nost
i nportant changes that developed from this turnover was the
evolving definition of an alumus. The new | eaders deci ded
that not only should the new system track students
obtaining master degrees, but it should also incorporate
t hose students who were attending and eventual ly graduating
from one of the many short prograns that the schoo
of fered. In addition to traditional nmaster’s degree
students, graduates of these short prograns were now goi ng

to be considered school al umi as well. This new

13



definition and requirenent deterred many faculty nenbers
and caused the scope of the project to increase to the
extent that nost involved believed that a valid system
coul d not be created or accurately mnaintained.

In March 2000, the NPS Al umi Associ ati on, in
conj unction with Uni ver sal I nt er net, | aunched t he
International Alumi Association website, which provided
access to the alummi database. This relational database
was much like its Focus predecessor, and it addressed nany
of the problens that had existed, however there were still
ot her issues not being adequately addressed. One issue of
great inportance was that the relational database did not
have robust search capabilities. According to Alumi
Rel ations Ofice, this system was also not very user
friendly. This was primarily because the system was being
geared toward fundraising. Al t hough the school’s al umi
were the main focus in this system many others, such as
retired mlitary and interested civilians, were also
included in the database. This frequently caused confusion
and problens for the systemis users. Also, wthout having
prior know edge of relational systens or how to structure
search criteria, wusers found it difficult to retrieve
desired informtion.

Anot her problem that surfaced involved the various
sources of information that were being utilized. Because
the information that the system was intended to use cane
from several places, problens arose around the Ilack of
standardi zation in the way records were being naintained.
Because sone records were stored utilizing student nanes,
and others were stored utilizing file nunbers or social
security nunbers, the system and its users wer e
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under st andably confused. There were no standardi zed fields
conmon across the various sources and this resulted in
corruption of the system and its ability to provide
nmeani ngf ul and truthful data.

Later in 2000, the A umi Relations Ofice began
conducting studies looking at ways to create a nore
efficient and effective alumi system During this process
it was realized that while the SQ system had served as a
significant stepping-stone in the overall alumi process,
something else was needed to take alumi relations to the
next | evel in accessibility, mai ntai nability, and
manageabi lity.
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11T, ANALYSI S OF FI NDI NGS

In the early stages of its developnment in the 1980’s,
the Naval Postgraduate School’s Alumi System was faced
with several challenges. Because those in charge of naking
crucial decisions in determning its inplenentation were
skeptical, supporters of the system were required to
docunent reasons why they felt it was necessary, and the
added value that it would provide to the institution. In
2000 that entire process seened to go full circle as Naval
Post graduate School |eaders again asked those commtted to

an alummi system to justify the need for having a new or

updated one, and again supporters began preparing
expl anations of why the system was, in their eyes,
i nportant and necessary. NPS officials were asking the

t ough questions because, prior to obligating nore noney to
an ineffective system they were trying to ensure that an
updated or new system was really beneficial to the school

They wanted to understand the value that the system m ght
generate, and to determ ne how nuch the system would cost.
Over the course of the past year, we conducted interviews
and nmailed out surveys that address these specific

guesti ons.

A SURVEY: PURPCSE

A survey was mailed out to individuals at the Naval
Post graduate School that either had experience in using
past alumi systens, or a significant interest in the
creation of a nore effective system The fifteen
individuals selected to participate in this survey are
listed in Figure 2. These individuals were identified by
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menbers of the Al umi Relations Ofice to be key
representatives of the major stakeholders in the Naval

Post graduat e School Al umi System

NANVE TI TLE/ DEPARTMENT

Chri stopher Arias Student Services Oficer, SSO

Tracy Hanmmond Deputy Associ ate Provost, Registrar

Amy Crain Director of QOperations, NPS Foundation
Dani el | e Kuska Director of Research Adm nistration
Rudy Panhol zer Dean, GS of Eng. & Conputation

Jeff Knorr Prof essor & Chairman, Eng. & Conputation
Bill Hatch Acad. Assoc., GS of Bus. & Public Policy
Jeff Kline Associ ate Dean, GS of Info. Science
Charl es Cal vano Prof essor, GS of Mechani cal Engi neeri ng
Rob Bour ke Jr. Alumi Relations Oficer

Sue Hi ggi ns Mlitary Faculty, Space Systens

Dougl as Br ook Dean, GS of Bus. & Public Policy

Gary Roser Director of International Prograns

Bob Gst er houdt President, Alummi Associ ation

Julie Filizetti Exec. Director of Institutional

Advancenment & Conmmuni cati ons

Fi gure 2. Survey Li st
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The key representatives were asked several questions
on the inportance of an alumi system Responses were
ranked on a scale from 1 (least inportant) to 5 (nost
important) in order of inportance, and are listed in Figure
3.

Do you feel an alumi systemis needed at the Naval
Post gr aduat e School ?

Definitely Needed 60%
G eatly Needed 20%
Sonewhat needed, but not required 20%

How much will an alumi system be used by you and/or your
depart ment ?

Daily 20%
Weekly 40%
Sparingly (few tinmes a nonth) 40%

Wul d an al umi system i npact your job and
responsibilities?

Significantly 20%

Somewhat 70%
Not much 10%

Quantify the potential usages for the systenf
Limtless 20%
Very few limtations 60%
May have sonme limts, but not significant 20%

Wul d you pronote using the systen?

Yes, would require it 60%
Yes, would strongly suggest it 40%

Fi gure 3. Survey Results
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A list of inportant intangible features for an al umni
system was generated from interviews that were conducted
and research that was done. I ndi vi duals surveyed and
interviewed were also asked to rank, on a scale from 1l to
10, the inportance of having these intangibles in a
potential alumi system The results are listed in Table
1.

Jeff Amy Bill Danielle Rudy Jeff Tracy Julie Charles
FACTOR Kline Crain Hatch Kuska Panholzer Knorr Hammond Filizetti Calvano AVERAGE
Accuracy 10 10 10 10 10 10 5 10 9 9.3
Reliability 8 10 10 10 10 10 5 10 7 8.9
Ease of Use 9 10 8 6 8 8 5 8 8 7.8
Affordability 5 8 5 6 6 10 5 9 * 6.8
Interoperability 7 * 8 8 5 5 3 8 * 6.3
Scalability 5 * 5 7 4 8 5 7 * 5.9
Paperwork
Reduction 6 5 5 5 5 8 1 8 * 5.4
*no value
AVERAGE 71 8.6 7.3 7.4 6.9 8.4 4.1 8.6 8.0 recorded
Tabl e 1. Critical Success Factors

Al t hough the survey is not a statistically designed
instrunment, it does provide prelimnary indications that an
al umi system is needed. Many of the respondents to the
survey and those interviewed indicated that they believe
that not only is an alumi system needed, but it is
mandatory if the school wants to <continue to be a
conpetitive graduate institution. Also, many of the
participants in the process indicated that such a system
could have a noticeable effect on how they performed their

job and the level at which it was performed. Although the
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majority of those surveyed said that they would sparingly
utilize the system it is easy to infer that others wth
di fferent responsibilities and interest may have an
i ncreased need to use the system Most also felt that the
system was nearly limtless in ways in which it could be
used and the effect that it would have on the school. Sone
feel that past alumi systens have failed because of a |ack
of interest and because of how old systens were pronoted.
According to the survey results, if an effective product is
devel oped, pronotion or the lack thereof would be a non-
I ssue. Many of the participants indicated that they would
not only pronote the usage of the system but would require
it.

Al though the survey results provided indications of
the potential an effective system m ght have, the results

were  not concl usi ve. This suggests that further
requi renents analysis as is warranted. Accordingly, the
next step we undertake is a cost-benefit analysis. An

econonmic analysis is a systematic approach to evaluating
alternative projects. Underlying such an analysis is the
base assunption that each alternative nay be able to solve
an existing problem and should produce certain results
while requiring and utilizing certain resources. In this
particular situation, there are several options being
considered to solve the problem An econom ¢ anal ysis was
performed on each of these options to determne the
conparative costs and benefits, and to determ ne which
alternative is the nost appealing fromthis perspective.

B. COST- BENEFI T:  PURPOSE
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There are several options being considered for the
al umi dat abase system at the Naval Postgraduate School.

They i ncl ude:

. Updat i ng and utilizing t he exi sting SQL
rel ati onal dat abase

. Qutsourcing the <creation, population, hosting,
and nanagenent of the system to one of the
fol |l owi ng vendors:

. Bernard C. Harris Publishing Inc.
. Sungard BSR

. JSI Fundrai sing Inc.

The Naval Postgraduate School Al umi Database, a SQ
rel ati onal database, is the system currently installed at
the Naval Postgraduate School for alummi relations. The
problems with this system are extensive and have been
detailed in previous chapters. In short, the system
contains several shortfalls, primarily with its usability
and adaptability. It has also becone outdated and will not
al l ow i nportant processes to be successfully conpl eted that
are necessary in today’'s alumi environnent. One option
being considered to address the alumi system problem is
updating the SQ. system that currently resides at the
school . There are several advantages and di sadvantages to
this option and these will be discussed |ater.

Qut sourcing the managenent of the alumi database to
an organi zation outside of the Naval Postgraduate School is
anot her distinct possibility being considered. At the
outset of this thesis, there were several corporations that
were being considered for the job, since then however, the
possible contractors have been whittled to the three

corporations |isted above. These three conpanies have
22



provided information that indicates that they nay have the

ability to furnish NPS with an adequate al umi system

C. DI SCUSSI ON

All

options were analyzed by utilizing the follow ng

met hodol ogy:

An assessnent of the advantages and di sadvant ages
of each option.

A cost breakdown of each option and conparison
across options.

An evaluation of the intangible factors as they
apply to the options.

A calculation of the Net Present Value (NPV) for
each option.

The following data were used to calculate NPV for all

opti ons:

Thi s

dat abase

D scount Rate: 10% (when eval uating i nvestnent
projects that will continue for nore than three
years in a government organization, discounting
should be wused if at all possi bl e. The
prescri bed Departnment of Defense discount rate
for evaluating alternatives is 10%.

Initial Costs: paid upfront at “Tine Zero”

Recurring Costs: paid at the beginning of the
year, starting in year 1

Life Cycle: 5 years

Scrap Value: zero for any hardware used

Option 1: Updating the Existing SQ Relationa
Dat abase

option involves wupdating the SQ relationa

that currently exists. The chief advantage in
23



this option appears to be the costs associated wth
revanping the currently ineffective system Famliarity is
anot her advantage of this option. Because the system has
evolved into its present state, those who have been around
and understand how to use it are confortable and should be
benefited by utilizing a system they know. However, the
advantages of this option <could very easily becone
di sadvantages if the work required to make the system an
adequate one is nore labor intensive than currently
expected by those famliar wth the system The
possibility of having NPS graduate students take on the
project was considered, however it was determned by a
panel headed by nenbers of the Alumi Relations Ofice that
this option required a significant anmount of tine to
organi ze and i nplenment, which made the option not feasible.

The disadvantages of selecting this option are
consi derable. The primary di sadvantage of updating the SQL
system is that the expertise needed to create and maintain
such a system in-house currently does not exist and is
unavai l able here at the school. Al t hough wupdating the
system woul d address sonme of the current systenis problens,
several others will continue to renmain unless a significant
anount of noney is spent to make the systemerror-free.

The approach used to assess this option uses estinmated
costs of maintaining and updating the SQ system manpower
operating costs, and the processing of all paperwork
associated wth the system The cost analysis for this
option is displayed in Tables 2-4. There is a hint of
subjectivity on all assessnments, however, all assessnents
made are based on individual interviews, interviews of

potential outsourcing conpanies, and research.
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Factor Assessment Average Computed Value

Accuracy 4 9.3 37.2
Reliability 5 8.9 44.5
Paperwork Reduction 3 54 16.2
Interoperability 6 6.3 37.8
Ease of Use 3 7.8 23.4
Affordability 9 6.8 61.2
Scalability 6 5.9 354
TOTAL 7.2 255.7
Tabl e 2. I ntangi bl e Factors for Option 1
TOTAL COST

FI XED

| TEM UNI TS PER UNI T TOTAL

Sof t war e Upgrades, Licensing $ 3000

Har dwar e Upgr ades $ 2000

$ 5000

RECURRI NG

| TEM UNI TS PER UNI' T TOTAL

Dat abase Anal yst (GS-7) 1 $ 35000 $ 35000

Mai nt enance $ 5000

Sof t war e $ 1000

Har dwar e $ 1000

$ 42000
TOTAL COSTS $ 47000
Tabl e 3. Total Cost for Option 1
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NET PRESENT VALUE

FI XED COSTS $ 10000

NI TIAL COSTS (Paid this year)$ 5000

RECURRI NG COSTS

Operating Costs $ 37000
Ti ne Absol ut e Di scount ed
0 $ 47000 $ 47000
1 $ 47000 $ 42723
2 $ 47000 $ 38822
3 $ 47000 $ 35297
4 $ 47000 $ 32101
5 $ 47000 $ 29187
NET PRESENT VALUE $ 255130
Tabl e 4. Net Present Value for Option 1
2. Option  2: Qut sour ci ng; Bernard C. Harris

Publ i shing I nc.

This option has the potential to be very beneficial to
the Naval Postgraduate School because Bernard C. Harris
Inc. is very experienced in providing services to many of
the nation's premere educational institutions. Harris’
expertise in this field is not easily mtched, and
selecting this option could garner a significant “bang for
the buck”. In its proposal, Harris vows to create a new
system for the Naval Postgraduate School that w |l account
for all of the requirenents and risks associated with the

project, and they will do so at a relatively inexpensive

26




price. In addition to offering a catered system Harris
has also indicated that they wll assign technicians who
will be solely dedicated to the Naval Postgraduate School’s
new system  Another advantage is that Harris has conmtted
to doing what it ternms as a “search and locate” for all
past alummi whose records presently do not exist. Thi s
service is included in Harris’ price quote.

Many of the disadvantages of outsourcing the project
to Harris is simlar to the disadvantages of other
outsourcing projects; loss of control to the vendor
reduction of in-house conpetency due to vendor dependency,
and lack of security. A major inherent risk in outsourcing
a project that involves mlitary officer information is
security. Harris proposes that it will alleviate all NPS
security concerns, and adhere to DOD security criteria.

The approach used to assess this option, in nost
i nst ances, uses prices furnished by the conpany and
commercial industry prices for hardware. Estinmates are
used to account for manpower costs when applicable. Fees
submtted by Harris did not project past current year,
therefore future year costs are estinates. The cost

anal ysis for this option is displayed in Tables 5-7.
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Factor Assessment Average Computed Value

Accuracy 9 9.3 83.7
Reliability 8 8.9 71.2
Paperwork Reduction 7 54 37.8
Interoperability 7 6.3 441
Ease of Use 8 7.8 62.4
Affordability 9 6.8 61.2
Scalability 8 5.9 47.2
TOTAL 7.2 407.6
Tabl e 5. I ntangi bl e Factors for Option 2
TOTAL COST

FI XED

| TEM UNI TS PER UNI T TOTAL

Data Entry Fee $ 5600

Emai | Address Append $ 1700

Search and Locate Service $ 7700

$ 15000

RECURRI NG

| TEM UNI TS PER UNI T TOTAL

Mai nt enance, software, $ 22400

har dwar e

TOTAL COSTS $ 37400

Tabl e 6. Total Cost for Option 2
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NET PRESENT VALUE

FI XED COSTS $ 15000

NI TIAL COSTS (Paid this year)$ 22400 ($11200 at contract, $11200 at delivery)

RECURRI NG COSTS

Operating Costs $ 22400
Ti me Absol ut e Di scount ed
0 $ 22400 $ 22400

1 $ 37400 $ 33997

2 $ 37400 $ 30892

3 $ 37400 $ 28087

4 $ 37400 $ 25544

5 $ 37400 $ 15863

NET PRESENT VALUE $ 156783

Table 7. Net Present Value for Option 2

3. Option 3: Qutsourcing; Sungard BSR

This is a second option in outsourcing the system to
an outside organization. A nmmjor advantage of the Sungard
software is its robustness. Sungard’'s latest release in
the market is the 8.2 version of its Smartcall system
Sungard has forecasted version 9.0 being released wthin
the next year. Serving over twenty-thousand clients
wor |l dw de and forty-seven of the world s top fifty |argest
financial institutions, Sungard has definitely established
itself in the unique systens nmarket, which provides solid
evidence that the conpany is up to the challenge of

handling the requirenents of the Naval Postgraduate School
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Sungard’s Advanced System is a Wndows based system that
can utilize either a UNIX, Wndows NI, or Wndows 2000
server running Ms SQL Server, or Oracle 8.0.6 or higher.

A nmgjor disadvantage of Sungard option lies in the
cost associated wth purchasing the system Al t hough
Sungard woul d be able to accommbdate the NPS requirenents,
things such as an online directory, additional technical
support, and alumi website <construction would require
addi ti onal fundi ng. These costs, in addition to other
i nherent outsourcing issues, cause this option to conpare
unfavorably with other options.

The approach used to assess this option also uses
prices furnished by the conpany and conmmercial industry
prices for hardware. The cost analysis for this option is
di spl ayed in Tabl es 8-10.

Factor Assessment Average Computed Value
Accuracy 10 9.3 93
Reliability 9 8.9 80.1
Paperwork Reduction 10 54 54
Interoperability 8 6.3 50.4

Ease of Use 10 7.8 78
Affordability 4 6.8 27.2
Scalability 9 5.9 53.1
TOTAL 7.2 435.8

Tabl e 8. I ntangi bl e Factors for Option 3
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TOTAL COST

FI XED

| TEM UNI TS PER UNI T TOTAL

Advance $ 54800

Li censi ng $ 12000
$ 66800

RECURRI NG

| TEM UNI TS PER UNI T TOTAL

Mai nt enance $ 23300

Internet Interface $ 9900
$ 33200

TOTAL COSTS $ 100000

Tabl e 9. Total Cost for Option 3
NET PRESENT VALUE
FI XED COSTS $ 66800

INI TIAL COSTS (Paid this year)$ 54800

RECURRI NG COSTS

Operating Costs

Ti ne

O wWNEFLO

NET PRESENT VALUE

$ 37000

Absol ut e
$ 54800
100000
100000
100000
100000
100000

BB HPH P

Di scount ed
54800
90900
82600
75100
68300
62100

e R

$ 433800

Tabl e 10.

Net Present Value for Option 3
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4. Option 4: Qutsourcing; JSI Fundraising, Inc.

This is the third option for outsourcing the
mai nt enance and nanagenent responsibility of the Al umi
System The advantages of this option relate to JSI’'s
track record in the fundraising arena. The conpany founded
in 1978, pronotes its new MIIlennium fundraising software
as the solution to many of the Naval Postgraduate School’s
al umi probl ens. The sophisticated and versatile software
is a Wndows based product that is designed for educationa
institutions nmuch |ike NPS, in fact several reputable
educational and nedical institutions are currently using it
wor | dwi de.

The di sadvantages of this option, in addition to those
inherent in outsourcing, are that JSI specializes in
fundraising and that is only a fraction of what an NPS
alumi database wll be required to do. Al t hough JSI
asserts that their system and staff can acconmodate the
requirenents, their Jlevel of expertise in other areas
required by the NPS system is questionable. Anot her
di sadvantage to the JSI proposal is that no plan was given

to search and locate information about those alumi who

currently do not exist in the database. If an effort were
made to capture this information, it would have to be
coordinated with another organization. Al t hough JSI would

provide significant advantages in fundraising, at first
bl ush, the system that they propose does not seem flexible
enough to handle all of the Naval Postgraduate School’s
requirenents. Additionally, fundraising is not a priority

of the Naval Postgraduate School.

32



The approach
prices furnished by

prices for hardware.

used

to assess this option also uses

the conmpany and commercial industry

The cost analysis for this option is

di splayed in Figures 11-13.

Factor Assessment Average Computed Value
Accuracy 7 9.3 65.1
Reliability 7 8.9 62.3
Paperwork
Reduction 7 54 37.8
Interoperability 8 6.3 50.4
Ease of Use 6 7.8 46.8
Affordability 6 6.8 40.8
Scalability 6 5.9 354
TOTAL 7.2 338.6
Tabl e 11. I ntangi bl e Factors for Option 4
TOTAL COST

FI XED

| TEM UNI TS PER UNI T TOTAL

M 11 ennium $ 29000

User |icense $ 6750

License for Oracle $ 5000

$ 40750

RECURRI NG

| TEM UNI TS PER UNI T TOTAL

Browser Interface Mdule $ 10000

Mai nt enance $ 8600

$ 18600
TOTAL COSTS $ 59350
*Total Cost does not include cost for “search and | ocate” requirenent.

Tabl e 12.

Tot al
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NET PRESENT VALUE

FI XED COSTS $ 40750

INI TIAL COSTS (Paid this year)$ 40750

RECURRI NG COSTS

Operating Costs $ 29000
Ti ne Absol ut e Di scount ed
0 $ 29000 $ 29000
1 $ 59350 $ 53949
2 $ 59350 $ 49023
3 $ 59350 $ 44571
4 $ 59350 $ 40536
5 $ 59350 $ 36856
NET PRESENT VALUE $ 253935
Tabl e 13. Net Present Value for Option 4
D. SUMVARY
Initial Cost Conparison. The initial costs of
nodi fying the current SQ. system appears to be easily the
nost inexpensive of the options. However, because the
current system will require such an extensive overhaul to

get it to an acceptable level and to nmake it technically
conpetitive with other options, nodifying the systemis not
a logical choice. The next best choice, according to the
initial cost statistics, is outsourcing the system to
Bernard C. Harris Publishing Inc.

Total Cost Conpari son. Qutsourcing the system

requirenent to Harris is the best choice in ternms of the
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total cost involved. Totaling $ 37,400, this option's
nearest conpetitor totaled $9,600 nore. Not only does this
opti on have the nobst inexpensive costs, but it also has the
| onest net present val ue. Agai n, although the Sungard
system wll provide mny advantages, the total cost for
selecting this system is the npbst expensive option
consi der ed.

Conparison of the Intangibles. In the category of
i ntangi bl es, the system offered by Sungard proved to be the
hi ghest scorer. Wth a total rating of 435.8, it is easy
to understand why Sungard seens to be such a great fit for
t he Naval Postgraduate School. Modi fying the current SQL
system attained the |owest score of any of the options.
Al though the SQ. option provided |ower costs, the factors

that are inportant to the stockhol ders probably will not be
accommodated by the system |In the intangibles, Bernard C
Harris, Inc. was very conpetitive wth Sungard as it

obtained a rating of 407.6. JSI Inc. finished third with a
rating of 338.6. A chart of all the options is listed in
Tabl e 14.
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SUMVARY COVPARI SON

OPTI ON | NTANG BLE VALUE/ TOTAL COST NPV
AVERAGE FACTOR

1( Updat e DB) 255.7 / 5.1 $ 47,000 $ 255, 130

2(Harris) 407.6 / 8.1 $ 37,400 $ 156, 783

3( Sungar d) 435.8 | 8.7 $100, 000 $ 433, 800

4 (JSl) 338.6 / 6.7 $ 59, 350 $ 253,935
Tabl e 14. Summar y/ Conpari son of Options

E. RECOMVENDATI ONS

As previously noted, there are several inportant
factors that have an affect in determning which option
provides the best fit for the Naval Postgraduate School.
Al t hough the overall cost of the system seens slightly nore
i nport ant than the intangibles, a conparison of a
conbi nation of the factors wll decide which option is the
nost advant ageous.

Al though JSI Inc. was not the leader in any of the
categories presented, its expertise in fundraising and its
experience with other educational institutions make it a
reasonabl e option in the decision nmaki ng process. However,
JSI's lack of experience in other areas where an alumi
dat abase could be used, and its inability to accommodate
“search and |ocate” procedures on approximtely 20,000
alumi not currently present in the A umi Database, nake
this option | ess desirable.
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Modi fying the current SQL system is the nost
advant ageous option with regard to initial costs and it is
very conpetitive in total costs. However, this option is
severely lacking in the intangibles, and since it is highly
guestionable if the expertise that is required to create
and maintain the system is available at NPS, we believe
this option is high risk and therefore inferior to other
alternatives.

Sungard offers a great product with a proven track
record. The major problem with the system is its
relatively high price. Although this system seens to be a
great fit for the Naval Postgraduate School and excels in
the intangibles, Sungard’ s total cost of $100,000 and its
net present value exceeding $ 400,000 significantly reduces
its desirability.

Qut sour ci ng t he installation, popul ati on, and
managenent of the Naval Postgraduate School’s Al umi System
to Bernard C. Harris Publishing, Inc. seens to be the npst
desirable choice according to the established evaluation
criteria. On all fronts, this option is either the | eader
or is very conpetitive with the other options in every
cat egory. Harris, much |ike Sungard, has a proven product
that has earned a solid reputation. Wth the |owest tota
costs and net present value of any of the options, and a
very high score in the intangibles, we reconmend that the
Naval Postgraduate School pursue this option as its

solution to an alumi system
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| V. SYSTEM REQUI REMENTS

A STAKEHOLDERS

Now that we have determined that outsourcing the
creation and managenent of the Alumi System in the near
term is the nost desirable option, we have system
requi rement issues that nust be addressed. First, we nust
identify the key stakeholders in the system The main
st akehol ders who have a vested interest in the design and
i npl enmentation of an effective and efficient alumi system
are listed in Figure 4.

MAJOR STAKEHOLDERS
Alumi Relations Ofice (ARO
Al ummi Associ ati on
Naval Postgraduate School Al umi
Ofice of the Registrar
Departnment of International Programns

Naval Postgraduate School Departnents

St udent Servi ces

Naval Postgraduate School Foundation

Fi gure 4. Maj or St akehol ders
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B. USE CASES

Throughout the requirenments analysis for the al umi
system we enploy use cases, which are narrative docunents
that describe the sequence of events that occur when a
system and wuser interact. Succinctly, wuse cases are
stories or cases of how a systemis used by its custoners.
In constructing the use cases input was obtained from many
of the system s potential users, as well as its potential
creators and nanagers. Many of the use cases provided
within this thesis are basic function use cases, which show
the essence of the alumi process and its fundanental

nmotivation wthout providing an overwhel mng anount of

design detail. We decided that use cases were needed to
ensure that the overall process was well wunderstood and
could be reviewed if required. A series of expanded use

cases is provided in the appendix in Tables 17-27.

C. DATABASE SCHEMA

Al so throughout performng the requirenment analysis
for the alumi system a database schena was constructed.
Al t hough the schema provided should not be viewed as a
final subm ssion, it does establish a framework for future
dat abases. Dat abase schemas basically define the structure
of a database. Schemas conbine tables, relationships,
domai ns, and the business rules that wll be used in the
dat abase’s functions, and they serve as foundations upon
whi ch database applications are built. In designing the
dat abase schenma for the alumi system input was solicited
from potential system users and rmanagers. Those
i ndividuals were asked questions that pertained to what
type of alummi information was nost inportant to them what
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reports were expected to be generated by the system what

gueries were expected to be perforned, and what they would

like to see the database be able to acconplish. What
resulted was the schema shown in Figures 5 and 7. The
schema presented consists of twelve tables that will store

all of the required data. Data requirenents are |isted for
each of the tables, as are the relationships that connect
t hem The Alumi Table, located within the schema, wll
store the largest amobunt of data, as it will serve as the
focal point of the entire system The alumi data required
ranges from social security nunber to mlitary branch of
servi ce. The primary key in this table will be Al umilD.
The Alummi Table is where nost of an alumi’s personal data
wll be stored, and is the table that will probably be used
nost frequently. The Address Table is designed to store
the alumi’s current address. The table contains AddresslD
as its primry Kkey. This table has a one-to-nmany

relationship with the Alumi Table because one al unmus can

have many addresses. The Undergraduate Table is designed
to store all of the alumi’s undergraduate data. Thi s
table wll store the alumi’s wundergraduate university

nanme, the type of degree attained, and the year graduated.
In this table the primary key is UndergraduatelD. Thi s
table also has a one-to-many relationship with the Al umi
Tabl e. The Donations Table is established to nonitor the
alumi’s donation history. The primary key in this table
is DonationslD. This table also has a one-to-nmany
relationship with the Alumi Tabl e. The Al umusDegr eeType
and AlumusCurric Tables are join tables in this schena.
Join tables are established to act as conduits that allow
data to be nore easily transmtted between tables.
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Rel ati onshi ps between these tables and the Alummi Table are
one-t o- many. The DegreeType Table will store data about
the degree that the alummus attained while attending the
school . DegreeTypel D is the primary key in this table.
This table has a one-to-nany relationship wth the
Al umusDegreeType join table. The Curriculum Table is
designed to store the alumi’s curricula information when
he attended the school. The primary key in this table is
CurriclD. This table has a one-to-many relationship wth
the AlummusCurric join table. The Track Table is designed
to store data on the alumi’s degree track. Sonme NPS
fields of study can contain several tracks that can be
pursued, this table will store this data as it pertains to
an al umus. The primary key in this table is TracklD.
This table has a many-to-one relationship wth the
Curriculum Table. The Status, State, and Country Tables in
the schema are all 1ook-up tables. Look up tables store
and provide access to static data that is required in the
dat abase. These tables will be used to acquire the status
(active duty, reserve, retired, deceased) of an alummus,
and the state and country of residence. The al ummi

dat abase schema is shown if Figure 5.
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AlumnilD i)
Stale L asthame
Country PrevigusLasthlame
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WatkPhone
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Donationémaunt StattQuarter
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- [sWithDiskinction
TGOFR
GGPR
CGPR
1
Fi gure 5.

D. SECURI TY | SSUES

The issue of system security

DeqgreeTypeshorthame
DegreeTypelonghlame

CQURRICID
CURRICHUMBER.
CURRCODE
CURRICSHORTNAME

COUNTRYCODEID
COLNTRYCODE
COLNTRYMAME
COLNTRYADIECTIVE
FROPER

Dat abase Schemm

that nust be addressed prior to inplenentation of

contracting deci sion.

In this project,

43

is clearly an obstacle

as with many other



I nternet endeavors, there are several security risks that

can conprom se systemintegrity.

1. Aut henti cati on

One of those potential hurdles is authentication.
Because of the nature of the data that will be secured in
the Alumi System the ability to authenticate users is a
vi tal element in this system There are several
aut hentication nethods that are available for this type of

system and each carries conparative advantages and

di sadvant ages. In evaluating the possible solutions for
the Alumi System three nmethods wll be studied to
determine which provides the best fit: Basi ¢ Access

Aut hentication, Digest Access Authentication, and Secure
Socket Layer Authentication.

Basi ¢ Access Authentication is a part of the Hypertext
Transport Protocol (HTTP). In this schene, the user nust
authenticate hinself with a user ID and password to access
each realm of the system Wthin each realm protected
resources are partitioned off with their own authentication
dat abases. Wen a request is made for a docunent that
bel ongs to a protected space, the server will require the
user to authenticate hinself, and then a browser wll
pronpt the wuser for an [ID and password. If this
information is validated, the wuser wll be allowed to
access the data that he is requesting. Once authenticated,
the browser renenbers the ID and password, so that when
anot her data request is made, the user will not have to be
pronpted again. The user |IDs and passwords utilizing this

schenme are stored in an encrypted form
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The advantages to using this authentication approach
in the Alumi System primarily involve ease of use. Users
will find this nmethod very easy to use because it is what
nost users are accustomed to. This type of authentication
is installed on nost web server and browser software.

A disadvantage to utilizing this nethod is that it is
difficult to manage. If the Alummi System enployed this
nmet hod, each server being used would have to issue and
securely store an [ID and passwrd for each user.
Additionally, wusernanes and passwrds would have to be
prearranged manually by a system adm nistrator, which could
becone a very tine consunm ng process. Al so, because the
process woul d be a manual one, the possibility of inputting
erroneous mat eri al would be increased. A mgjor
di sadvantage of this schenme is that I Ds and passwords woul d
be transmtted over the network in the clear. This woul d
permt eavesdroppers to relatively weasily obtain the
i nformati on necessary to breach the system Basi ¢ Access
Aut hentication is also susceptible to DNS and | P spoofing
Because clients have no way of authenticating the server,
they are prone to security attacks. Wth the proper
equi pnent, anyone with a strong desire to access the system
can easily do so when this schene is enpl oyed.

Conmbining |IP addresses and domain nanmes wth Basic
Access Authentication offers a nore acceptable approach.
By enploying these techniques, the Naval Postgraduate
School could restrict access to the alumi servers by
permtting only those requests that come from within its
own domain to enter. Thi s approach, however, mght limt
participation, especially since mny of the proposed
system s users would be |ocated around the world. Usi ng
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the |IP addresses and domain names in concert with Basic
Access Aut hentication would make it nore difficult to spoof
the system however the ability would still exist to
penetrate the system and subsequently there would be no
guarantee that the person contacting the server is who he
clains to be.

These shortcom ngs render this authentication nethod,
if used alone, inadequate for the Alumi System  Although
the Basic Access Authentication schene nay keep away the
casual surfer, it wll not protect against those really
wanting to gain access to the system

Anot her authentication nethod available to the Naval
Post graduate  School Al umi System is D gest Access
Aut hent i cati on. This scheme is much I|ike Basic Access
Aut hentication, but it avoids the glaring weakness of
sendi ng passwords in the clear. This schene also uses the
chal | enge-response nethod, however, nonces are wused to
prevent replay attacks by possible system hackers. A nonce
is a paraneter that varies with tine. Frequently used
nonces are things such as time stanps and visit or usage
counters on web pages. Because nonces change with tineg,
they are used to limt or prevent unauthorized replay or
reproduction of a file. Nonces make it easier to tell
whet her an attenpt at replay or reproduction is legitimte.
In Basic Access Authentication if an eavesdropper obtains a
password, he normally has access to everything that is
under the unbrella of that password, but in Digest Access
Aut hentication an eavesdropper would only obtain access to
that particular transaction, not the password or other
informati on accessible by that password. In short, the
eavesdropper could inplenent a replay attack, but it would
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work only with a request for the sane docunment, and even
this could be nmade difficult with a well-selected nonce.
Anot her advantage to this nethod is that the HITP server
does not actually need to know the wuser’s clear text
passwor d. As long as the checksum of the user ID, the
realm and the passwrd is available to the server the
aut hori zati on header can be verified and vali dat ed.

A possible drawback to this wuld occur if the
password files are conprom sed, which would then give the
hacker inmediate access to all docunents in that specific
realm There are other disadvantages to the D gest Access
Aut hentication schenme as well. Li ke Basic Access
Aut henti cation, the user nanme and password in Digest Access
Aut hentication nust be prearranged in sone fashion, which
again nmay be very time consumng and error-prone. Al so
Di gest Access Authentication is susceptible to man-in-the-
m ddl e attacks. Thi s happens because there is no way for
clients to authenticate servers in this schene. Man-i n-
the-mddle attacks are relatively sinple; they wusually
happen when an attenpt is nade to coax the client into
giving up its password. An exanple of this mght occur
after the server has received the client’s request and is
issuing a challenge. A hacker, or mddlenman, could
intercept that challenge and issue another one. Not
knowi ng this spoof has occurred, the client would issue a
response that contains the user name and password, which in
turn, would give the hacker access to the system A final
di sadvantage to this schene is that it cannot be used for
any transaction that requires encrypted content, which
woul d severely limt the Alumi System
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Al t hough Digest Access Authentication addresses sone
of the concerns that Basic Access Authentication does not,
it is still considered a wak authentication nethod.
Di gest Access Authentication will normally keep away the
casual surfer and the nedi ocre hacker, but when used al one
it still lacks in the ability to protect valuable
i nformation.

A third authentication nethod is the popular Secure
Socket Layer (SSL). This schene was specifically devel oped
to provide privacy and data integrity by using encryption
and nessage authentication codes. SSL is designed to
provide security for protocols |ike HITP, FTP, and TELNET
by interposing thenselves between TCP and higher-Ievel
pr ot ocol s. SSL allows client/server applications to
communicate in a way that prevents  eavesdroppi ng,
tanpering, or forgery. One way that this schene is used is
when an application is summoned by the SSL to set up a
channel . During the SSL handshake protocol, public key
cryptology is wused to authenticate the conmunicating
parti es and exchange session keys. An exanple of how this
woul d be used in the Alumi System would occur when a user
pronpts the client to send the server a nessage requesting
access. The server would send a certificate, which would
include the server’'s public key, and the client would
create a session key and send it encrypted in the server’s
public key so that only the server could access it. The
remai nder of the transm ssion would be encrypted utilizing
the session Kkey. Besides protecting against spoofs,
another advantage of SSL is that it is application
i ndependent . This neans that higher-level protocols can
| ayer on top of the SSL protocol transparently. Al so, SSL
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is very adaptable, which is inportant to the Al umi System
Because it is easy to nodify or add support to SSL, SSL can
easily acconmpdate a significant increase in the nunber of
browsers. Using a strong authentication nethod such as SSL
is an adequate way to protect the information being
exchanged in the Alumi System This scheme would be
especially wuseful when credit card donations and other
highly secure and confidential transactions are being
transmtted in the system

Increased security in the Aumi System can be
realized by conmbining two or nore of these three schenes.
In choosing an authentication nethod that best serves the
requi renents of the Alumi System not only authentication
of the wuser and server, but also the integrity of the
nmessage and the degree of confidentiality should be
consi der ed. Qoviously there is no single best schene that
will totally protect the system from all hackers, however
our recomendation for providing an acceptable [|evel of
security is to utilize the SSL schenme to protect users who
are transmitting secret material in the system augnented
by a form of Digest Access Authentication to assist in that
protection. W believe this conmbination will give the
Alumi System a secure platformto exchange infornation and

i deas over the Internet.

2. Passwor ds, Backups, and Packet Filtering
QO her security issues that may cause concern in the
Alumi System are weak passwords, poor system back-ups, and
no packet filtering.
Passwords are a key elenment in the utilization of the
Alumi System Unfortunately, the use of passwords cones
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with the baggage of security breaches resulting from
conprom se of those passwords. Normal |y passwords are a
systenis first line of defense against intruders; this is
also true in the Alumi System so it is inperative that
users understand the inportance of passwords. To elimnate
or mtigate the ability for users to install weak
passwords, or passwords that are easy to hack, a program
should be installed that rejects any password change that
does not neet the Al umi Systemis paraneters. These
paraneters should contain requirenments such as changing
passwords on at |east a sem annual basis, ensuring that
passwords are not reused, and ensuring that passwords are
made up of nore than just al phanuneric characters. Efforts
shoul d al so be nade to ensure that passwords are adequately

designed, so that they wll be of the length and
conposition required to make guessing and cracking
difficult. Users should be given anple notice and gui dance
on the creation and utilization of passwords. This wll

elimnate difficulties and bad passwords when updates are
required. Utilization of password-generating tokens, such
as smart cards, is also an option in this system This is
an easily installable and very reliable option when
conpared to the traditional passwor d. Unfortunately
because of +the costs involved and the nature of this
system this option is neither feasible nor practical. W
recommend that the Naval Postgraduate School inplenent an
Alumi System that requires users to be selective in the
creation of their passwords. Software should be installed
that sets forth the mninmum criteria required for al
passwords, and al so checkpoints should be established that
detail when new passwords shoul d be created.
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How and when to back up data is a potential data
integrity problem for the Al umi System Unfortunately
when an incident occurs in nobst organizations, recovery
from the incident requires up to date backups, which are
usual ly not as current as needed. Wth the Alumi System
backup policies and procedures should be clearly defined.
Al t hough the exact size of the potential systemis unknown,
it is estimated that annually the systemis size and depth
will continue to increase and w Il possibly approach the
gi gabyte range in the future. Al t hough nuch of the data
housed within the database would not change very often,
because of the nunber of potential users, it is recommended
t hat backups be done on a daily or at |east weekly basis,
and periodic checks be made at | east nonthly to ensure that
information is being stored in an adequate and usable form
Instituting this backup policy should ensure that the

requi renents for the Alumi System are net.

3. Firewal | s and Application Gateways

O her system requirenents that need to be addressed as
they relate to security in the Alumi System are firewalls
and application gateways. To assist in helping to protect
the network from attacks, a firewall should be installed in
the Al umi System These hardware and software
conbi nati ons create narrow channel s t hr ough whi ch
information flow can be tracked and controll ed. Firewal | s
can usually deter nost individuals who are trying to obtain
unaut hori zed access, and at the very |east they can warn of
an attack or attenpted attack. The firewall should be
installed on a dedicated high perfornmance workstation that
is |located outside of the LAN but inside of the router link
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to the Internet. The inportant thing to renenber here is
that all traffic should pass through this firewall. The
firewall t hat is inplemented should include packet
filtering, which is wusually carried out by the router as
data packets pass through the router’s interface. Wen the
router receives a packet, it examnes the IP destination
address in the packet header and forwards the packet to the
next stage. Packet filtering, if properly inplenented, can
act as a line of defense between the network and the
Internet, which nmakes it relatively easy to filter out
unwanted traffic at the router

In addi tion to firewalls t hat contain packet
filtering, application gateways should also be used to
provide nore security to the Alumi System An application
gateway screens incomng data that is based on nore than
just the contents of a packet header. These hosts funnel
approved users to the appropriate application server. An
advantage of an application gateway is that it is usually
i nexpensi ve and | ess conplex to manage. The conbinati on of
packet filtering and application gateways wll provide
additional security to the Alumi System

In addition to a firewall and an application gateway,
we also recommend that a firewall nonitor be used with the
system Firewall nonitors will be able to detect potential
probl ens before they becone actual ones. They will be able
to log application gateway usage and be able to report who
is using the system and what they are using it for. These

nonitors can al so assist in password security.

E. ACCESSI BI LI TY
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A nmjor concern  of those interested in the
construction of an Alumi database is the issue of who
shoul d have access to the system and how much access they
shoul d have. After conducting an anple anount of research
by way of interviews, surveys, and studying past systens,
the follow ng access |levels were established for potential
system users. A list of access |levels and expl anations are
provided in Table 15, and a summary of recomended access
| evel s for each stakeholder is provided in Figure 6.
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Level / Abi |l ity/ Expl anati on

Level 1. Read Only. Although users with this access |evel
may utilize the systemon occasion, the ability to nake
changes to the system should not be granted. Having this

| evel of access will allow records to be viewed. Persons
requiring this level of access would normally be office

cl erks.

Level 2. Read and Modify. Wth this access |evel, users
Wil be able to performall things Iisted under Level 1, as
wel | as have the ability to nake nodifications to
previously existing records. Persons requiring this |evel
of access are: school alumi (on their own record),
department heads, and executive staff, NPS Foundati on.

Level 3. Read, Mddify, Create, and Delete. Wth this
access level nearly all functions of the database can be

utilized. In addition to having the access cited in
Level’s 1 and 2, Level 3 users will also have the ability
to create and delete records. Because this |evel involves
a high degree of security, this access level will be

restricted. Persons requiring this |level of access are:
Personnel of the Ofice of the Registrar, Alumi Relations
St af f

Level 4. Total Access. Wth this access |evel everything

avai lable in the systemis accessible. In other access
| evels there are sonme fields that will be hidden fromthe
user, however this level will contain no hidden fields.

Those given Level 4 access are granted system adm ni strator
responsibilities. Persons with this access |level wll be
able to grant or deny access to potential users of the
system Because of the responsibility and security
involved with this level, it will be restricted. Persons
requiring this level of access are: Alumi Rel ations

O ficer, Executive Director of Institutional Advancenent
and Communi cati ons

Tabl e 15. Access Description List
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MAJOR STAKEHOLDER ACCESS LEVELS

Alumi Relations Ofice (ARO Level 4
Al umi Associ ati on Level 2
Naval Postgraduate School Al umi Level 2
Naval Postgraduate School Foundati on Level 2
O fice of the Registrar Level 3
Department of International Prograns Level 2
Naval Postgraduate School Departnments Level 1 & 2
St udent Servi ces Level 2
Fi gure 6. Maj or St akehol der Access Level s
F. | NTERACTI ON W TH OTHER NPS SYSTEMS
Anot her key issue that nust be addressed is how the
Alumi Systemw Il interact with current Naval Postgraduate
School systens. To ensure that effective and efficient

integration is achieved, the proposed Harris system wl|
utilize its Data Exchange System to transfer data between
its Online Directory and the Naval Postgraduate School’s
dat abases. Cl ear and regular communi cati on between these
entities is necessary to ensure that a conplete and
accurate transfer of data is obtained. Prior to submtting
the initial data file to Harris, several paraneters wll be
defined by the Naval Postgraduate School to ensure that the
data requirenments are understood. The discussions wll

define the plan for the Online Directory Database plus
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format the initial file and subsequent files transferred

to, and obtained from Harris. Once the submssion is
understood and accepted, data exchange wll begin. As
users nake updates to the system a daily report wll be

created, nmumintained, and provided to the Naval Postgraduate

School. Al data will be exchanged through a Harris secure
file transfer site and wll be nade available to the
school . To ensure that adequate security is maintained,
the Online Directory will be nmade available only to those
users who register for access to the system The

regi stration process requires user authentication that wl]l
attenpt to prohibit unauthorized usage and vi ew ng. Duri ng
the authentication process, alumi wll be required to
search the database for their profile, and once their
profile has been found, they will be required to enter a
uni que security code identifier. It is recommended that
the nanme and the last four digits of the social security
nunber or international identification nunber be used.
Only after this is wverified will wusers be allowed to
establish IDs and passwords in the system for future usage.
Harris wll physically mintain the Online Directory
Dat abase on a secure server, while NPS representatives wl|
be responsible for maintaining the content of the database
t hrough data transfers.

An exanpl e of how the alummi systemw |l interact wth
ot her Naval Postgraduate School systens is depicted in an
exanple of how the school wll <conduct its Schieffelin
Award process for the school’s best teacher. Annually the
school solicits nom nations and input fromits alumi and
other participants regarding potential recipients of its
best teacher award. Currently this process is not very far
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reaching because many of the school’s alumi are not
cont act ed. The proposed system however, wll greatly
affect this process. At the onset of the award process,
profiles of potential nomnees (nane, title, departnent,
acconpl i shnent s/ research, etc..) wll be conpiled from
PYTHON and stored in a PYTHON table that is linked to the
al umi dat abase. A Naval Postgraduate School staffer would
then specify a target audi ence based upon Online Directory
fields. Once this information is validated, the staffer
would then utilize a broadcast email application |ocated
wthin the alumi database to publish the information to
alumi. Wthin the email, each respondent will be directed
to an online ballot, wherein they will be requested to vote
for faculty nmenbers who were their instructors when they
attended NPS. The ballots and instructors are |inked
(transparently to voters) to the PYTHON database, which
collects and tabulates statistics from the ballots to be
presented to the Schieffelin Award Committee. An expanded
essential wuse case for this process is provided in the

appendi x in Tabl e 28.

F. RESPONSI BI LI TY

Along with having accessibility to the system users
will also be required to perform several tasks to assist in
the accuracy of the system A brief list of wuser
responsibilities to the systemis |isted bel ow

1. Level 1
Because of the limted capabilities involved with this

access level, there are limted responsibilities as well.
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Users with Level 1 access are required to point out
i nformati onal inaccuracies when they are noted in the
system They should al so indicate system problens that are

experienced during normal use.

2. Level 2

As with access criteria, the responsibilities of the
previous level wll be included in the next Ilevel’s
responsibility, so in addition to the responsibilities of
Level 1 wusers, which is to ensure the accuracy of the
system Level 2 users are required to enter only accurate
and verified information into the system In the event
that an error is discovered, persons with this level of
access are required to correct the information or forward

it to the next highest level. Because many of the school’s
alumi wll be granted this level of responsibility it is
I nport ant t hat accurate and updated information Dbe
enphasi zed. Because of the large nunber of potentia

records that could be stored in the Alumi System |evel 2
users nust understand that their involvenent and upkeep of

the systemis vital to its existence.

3. Level 3

Level 3 wusers have a critical responsibility in the
Al ummi system These are the users that are responsible
for the daily input and upkeep of new information being
entered into the system Level 3 responsibilities include
all the responsibilities of the previous tw |evels plus
the responsibility of wverifying and validating all data
prior to creating a record in the system Al so because of
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the ability to delete records, Level 3 users are required
to ensure that records that have been marked for deletion
are no longer required. Level 3 users will play a big part
in the overall success of the Alumi System Once the
dat abase is populated, it is their responsibility to check
records and ensure that they are valid, and in the event
that they are not, they nust correct or delete them Level
3 persons should realize that the system will only be as
good as they make it.

4. Level 4

In addition to the responsibilities of all the
previous |evels, Level 4 is also responsible for adequately
mai ntai ning the system for utilization by authorized users.
These users are required to make system nodifications when
needed, and they act as the direct links to nmaintenance

personnel if a situation occurs that cannot be fixed by the

Level 4 user. Level 4 users will ensure that the systemis
operational and ready for use on a daily basis. Level 4
users will nonitor the usage of the other users to ensure

t hat they are adhering to their requi renents and

responsibilities to the system

G SUMVARY

In order to ensure that the requirenent analysis being
conducted for the alumi system was thorough, severa
i ssues had to be confronted, and throughout this chapter we
have attenpted to do that. The main stakehol ders of the
system were identified and their interactions wth the
system as well as, the average user were detailed in use
cases. A database schema was presented to provide a
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foundation for how the database will |ook and the possible

relationships that it may contain. Maj or concerns |ike
security, interaction wth preexisting systens, user
access, and user responsibility were also detailed
t hroughout the chapter. In addition to identifying the

maj or concerns, possible renedies and recomendations were
also provided that could alleviate or even elimnate many
of those lingering questions that still exist about the
Naval Post gr aduat e Al umi Dat abase. Resul ts and
recommendations were provided to ease the fears and
concerns of decision nmakers. This was done to nove them
closer to deciding in the favor of approving funding for a
nore productive system
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V.  CONCLUSI ON

W have thoroughly evaluated the Naval Postgraduate
School’s Alumi System as part of a process to develop a
nore effective and efficient one. To facilitate that
effort we began by determining the central and nost
i mport ant guestions and requirenments for having an
effective system W |ooked at reasons why those specific
requirenents are inportant to the alumi system and we
established guides and nethods for determning how to
answer those questions and fill those system requirenents.
To ensure that we did not make the same m stakes of
previous attenpts at designing an effective system we
studied the history of past alumi systens. Thr oughout
that process, we highlighted the problens and successes of
t hose flawed systens, and established an adequate structure
for future systens. Once we understood the possible
problens that a new system could experience and its
requi renents, we conpared and analyzed the costs and
benefits of the options available to the Naval Postgraduate
School . The analysis led to the choice of Harris C
Publ i shing Incorporated as the nobst desirable of all the
al ternatives. Overall total cost and net present value
were anmong the  chief factors that led to this
recomrendati on.

In addition to determning the npbst desirable system
identification of the nmjor stakeholders in the system had
to be acconplished. A database schema was created to
provi de a gl i npse of t he dat abase’ s structure.
Additionally, tables, relationships, domains, and data
requirenents were provided to assist in establishing a
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foundation for future databases. Use cases were designed
that detail the step-by-step process of user-system
i nteraction, and provi de addi ti onal assi st ance in
determining and wunderstanding the requirenments of the
system Major security issues were addressed that identify
the potential problens, and possible renedies to those
i ssues as well. Finally, user access and responsibility
were established to docunent the standards that each
potential wuser will have to maintain to ensure that the
systemis successful.

We have developed a set of high-level requirenents
that any vendor or developer can use as a basis for
devel oping an alummi system Qur efforts have generated
what we believe is an effective tool that, if used
properly, wll assist the Naval Postgraduate School in
devel oping an alumi system that is robust, accurate, and

effecti ve.
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VI . APPENDI X

A DATABASE SCHEMA

Degree
Alumnill o
p DeqreeTypeShortiame
Lasthame De

. reeTypelonghlame
Country PreviousLasthame M
Street] Firsthlame fhurnD
SFreetZ Middieame DegreeTypeD =
C.\ty HickMame
Zip Titke

Emaillame
Mattied
Spausehlame
Chiden
HomePhane
WorkPhone
Fatumber
Departurelate
DoB
LastEditDate
LastEdiBy
Sex
TslISMiitary
Wik aryBranch
Rank
Designator
Islntermational
IsCivlian
IsStudent
Skatus
StartAcadvear
Donationdmaunt StartQuarter
LastftDate GraduztionDate
GftPurpose IsPrimaryCutticula
- TstwithDistinction
ToPR
GOPR
(OPR

Universicyame
LegreaType
Graduated

Fi gure 7. Dat abase Schema
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B

Ref . #/ Cat egory

BASI C FUNCTI ONS

R1.

R1.

1/ Bvi dent

. 2/ BEvi dent

. 3/ Hi dden

4/ Evi dent

. 5/ Evi dent

. 6/ Evi dent

. 7/ Hi dden

. 8/ Evi dent

. 9/ Hi dden

Functi ons

Customer nmust register in the systembefore it can be
utilized

Customer nust login with an appropriate soci al
security nunber/identification nunber and password in
order to use the system

Verification of passwords and socia
security/identification nunmbers before all ow ng
access to information

Allow for the creation of new records to the system
Al'low for the deletion of unwanted records

Al'l ow i ndi vidual and group nodifications to be nmade
to previously existing records

Provi de an adequate storage nmechani sm

Provide a platformwhere information and i deas can be
exchanged anongst the system s users

Run queries for requested information

Tabl e 16. Use Case Basi c Functions
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C BASI C USE CASES
1. Use Case: Login

SECTION: MAIN

Use Case: LOGIN

Actors: All System Users/Customers

Purpose: Prepare the alumni system for use

Overview: A customer/user arrives at a computer terminal to access the

alumni system. The user inputs and/or retrieves the required
information. At completion, the user leaves with the generated
information.

Type: Primary and essential

Cross References: R1.1,R1.2,R1.3

Typical Course of Events:
Actor Action System Response

1. This use case begins when the
customer arrives at a computer terminal
to input or retrieve information.

2. The user logs into the system utilizing a multi-character
password.

3. Acknowledges and verifies password.
Allows user access to the system’s
data.
4. User proceeds to the main menu of the
available system functions.

Alternative Courses:
Line 2: Invalid password entered. Indicate error upon three invalid attempts, exit the

system.

Tabl e 17. Use Case: Login
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2. Use Case: Modify A Record

SECTION:
Use Case:

Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
MODIFY AN ALUMNI RECORD

Customers: Registrar, Alumni Relations Office, School Alumni,
NPS Foundation, NPS Departments

To update preexisting data in the alumni database

A customer arrives at a computer terminal to modify a record or
records that already exist in the system. The customer inputs the
modifying information. The system records and saves the
information. Upon completion the user exits the system.
Primary and essential

R1.1,R1.2,R1.3,R1.6, R1.7

Use Cases: Customers must have completed the login use case.

Typical Course of Events:

Actor Action System Response

1. User selects the modify a record
option from the main menu.

2. System asks if it is this an
individual or group modification.

3. System prompts user to enter social
security number or an international
alumni identification number.

4. User inputs the required social
security/identification number into

the system.

5. System summons the appropriate
record.
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Typical Course of Events Continued:

Actor Action System Response

6. User verifies and makes adjustments
to the alumni record and saves the information.

7. System saves the information into
the database.

9. User clicks exit to leave the
modification screen.

10. Return user to the main menu.

Alternative Courses:

8. User inputs another valid social security/identification number.

Tabl e 18. Use Case: Mdify a Record
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3. Use Case: Delete A Record

SECTION: MAIN

Use Case: DELETE AN ALUMNI RECORD

Actors: Customers: Registrar, Alumni Relations Office

Purpose: To delete a record that is resident in the alumni database
Overview: A customer arrives at a computer terminal to remove a preexisting

alumni record from the database. The customer recalls the record
and removes it from the system. The system records the update.
Upon completion the customer exits the system.

Type: Primary and essential
Cross References: R1.1,R1.2,R1.3,R1.5,R1.7
Use Cases: Customers must have completed the login use case.
Typical Course of Events:
Actor Action System Response

1. User selects the delete a record option
from the main menu.

2. Delete record screen appears and
prompts user to enter social
security number or identification
number for international alumni.

3. User inputs the required social
security/identification number into
the system and clicks delete to remove
the record.

4. System summons the appropriate
record and ensures the user wants
to delete the record.

5. User verifies and confirms deletion.
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Typical Course of Events Continued:
Actor Action System Response
7. System deletes the record, and
saves the information into the

database.

8. System prompts user to enter a
new record.

9. User clicks exit to leave the deletion
screen.

10. Return User to the main menu.

Tabl e 19. Use Case: Del ete a Record

69



4. Use Case: Create A Record

SECTION: MAIN

Use Case: CREATE AN ALUMNI RECORD

Actors: Customers: Registrar, Alumni Relations Office, School Alumni

Purpose: To generate a new record that will be maintained in the alumni
database

Overview: A customer arrives at a computer terminal to create a new record in

the system. The customer inputs the information. The system
verifies the information and records it. Upon completion, the
customer exits the system.

Type: Primary and essential
Cross References: R1.1,R1.2,R1.3,R1.4
Use Cases: Customers must have completed the login use case
Typical Course of Events:
Actor Action System Response

1. User selects the create a record option
from the main menu.
2. New record information screen
appears requesting both mandatory
and optional information.

3. User inputs the information on the new
record. 4. System accepts new record
information and saves the record in
the system.

7. User clicks exit to leave the creation
screen.
8. Return user to the main menu screen.
Alternative Courses:
5. System rejects record and prompts user for more information.
6. System rejects record because the record is already present in the system.

Tabl e 20. Use Case: Create a Record
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5. Use Case: Cenerate Reports

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
GENERATE REPORTS
Customers: Registrar, Alumni Relations Office, NPS Departments

To generate and print relevant alumni reports utilizing data
obtained and compiled in the alumni database

A customer arrives at a computer terminal to generate reports from
the alumni system. The customer selects the topics and
information required. The system acknowledges the information
requested and generates the relevant report(s). Upon completion,
the customer exits the system and leaves with the reports.

Primary and essential

R1.1,R1.2,R1.3,R1.9

Use Cases: Customer must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the print reports option
from the main menu.

2. Print reports screen appears
requesting type of report to be
generated.

3. User clicks type of report and selects
the data to be included in the report.

4. System accepts the selections and
generates the required report.

5. User clicks exit to leave the print

reports screen.

Tabl e 21.

6. Return user to the main menu.

Use Case: Cenerate Reports
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6. Use Case: Conduct A Survey

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
CONDUCT A SURVEY/QUESTIONNAIRE
Customers: Registrar, Alumni Relations Office, NPS Departments

To solicit information from NPS Alumni regarding a specified
topic or group of topics

A customer arrives at a computer terminal to solicit responses to a
survey/questionnaire that is being conducted. The customer
generates a list of persons to receive the survey through the
utilization of the alumni database. The system acknowledges the
request and generates a list of email accounts, and addresses based
on specified criteria. The customer utilizes this information to
conduct a survey.

Secondary and essential
R1.1,R1.2,R1.3,R1.9

Use Cases: Customers must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the conduct a survey
option from the main menu.

2. Conduct a survey screen appears
prompting user to enter survey
criteria

3. User inputs the survey criteria.

4. System accepts the criteria and
generates the survey based on the
criteria selected.

5. User clicks exit to leave the conduct a

Survey screen.

Tabl e 22.

6. Return user to the main menu.

Use Case: Conduct s Survey
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D. ACTOR DI AGRAMS

Alumni Database System

Print Reports

Conduct a Survey

Level 1 User Level 2 User

Modify a Record

Fi gure 8. Actor Di agram (Levels 1&2)
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Level 4 User

Fi gure 9.

Alumni Database System

Print Reports

Conduct a Survey

Create a Record

Delete a Record

Modify a Record

Manage Users

Actor Diagram (Levels 3&4)
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E. QUERY LI ST

I nformati on obt ai ned from key representative
interviews, surveys, and research assisted in conpiling a
list of queries that could be required of the alumi
system The list is provided in Figure 9.

QUERY DESCRI PTI ON
Alumi by cl ass year Provides a list of alumi by cl ass
year
Al umi by country Provides a list of alumi by

country of origin

Alumi by curricul a Provides a |ist of alummi by
curricula studied at NPS

Alumi by city Provides a list of alumi by city
of current residence

Last Nane query Provides a |list of alumi by |ast
name
Graduati on date query Provides a |list of alumi by date

t hat they graduated
Al umi by race Provides a list of alummus by race

Alumi by mlitary Provides a list of alummus by
mlitary branch

Emai | address query Provides a list of alummi and
their emai|l addresses

Address & state query Provides a |ist of alumi by
current address and state

Fi gure 10. Query List
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F. REPORT LI ST
I nf ormati on
representatives,

in conpiling a list of

gat her ed
survey
reports that

from interviews with key

results, and other research aided

could be required once

a new or nodified system is conpleted. This list is

provided in Figure 10.

REPORT DESCRI PTI ON

Alumi by cl ass year Provides a list of alumi by cl ass
year

Al umi by country Provides a list of alumi by
country of origin

Alumi by curricul a Provides a |ist of alummi by
curricula studied at NPS

Alumi by city Provides a |list of alumi by city
of current residence

Last Nane query Provides a |list of alumi by |ast
nanme

Graduati on date query Provides a |list of alumi by date

Al umus by race

Alumus by mlitary

Al umi by emmil address

Alumi by addressé&state

t hat they graduated
Provides a |ist of alumus by race

Provides a |ist of alumus by
mlitary branch

Provides a list of alumi and
their emai | addresses

Provides a |ist of alumi by
current address and state

Fi gure 11.

Reports List
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G ADDI TI ONAL USE CASES
1. Use Case: Alummi by Graduation Date Report

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
GENERATE ALUMNI BY GRANDUATION DATE REPORT
Customer: Student Services

To generate a report that lists all NPS alumni and the date that they
graduated from the school.

A customer arrives at a computer terminal to generate reports from
the alumni system. The customer selects the report parameters.
The system acknowledges the information requested and generates
the relevant report(s). Upon completion, the customer exits the
system and leaves with the reports.

Primary and essential

R1.1,R1.2,R1.3,R1.9

Use Cases: Customer must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the print reports option
from the main menu.

2. Reports screen appears, prompting
user to select an option.

3. User selects the required report from
the options and enters additional
parameters that may be required.

4. System accepts the selections and
generates the required report.

5. User clicks exit to leave the print

reports screen.

Tabl e 23.

6. Return user to the main menu.

Use Case: Al ummi by Graduation Date
Repor t
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2. Use Case: Al ummi by Enmail|l Report

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
GENERATE ALUMNI BY EMAIL AND ADDRESS REPORT
Customer: Alumni Relations Office

To generate a report that lists all NPS alumni, their email and
current address

A customer arrives at a computer terminal to generate reports from
the alumni system. The customer selects the report parameters.
The system acknowledges the information requested and generates
the relevant report(s). Upon completion, the customer exits the
system and leaves with the reports.

Primary and essential
RI1.1,R1.2,R1.3,R1.9

Use Cases: Customer must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the print reports option
from the main menu.

2. Reports screen appears, prompting
user to select an option.

3. User selects the required report from
the options and enters additional
parameters that may be required.

4. System accepts the selections and
generates the required report.

5. User clicks exit to leave the print

reports screen.

Tabl e 24.

6. Return user to the main menu.

Use Case: Alummi by Enmmil Address
Report
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3. Use Case: Alummi by Curricul a Report

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
GENERATE ALUMNI BY CURRICULA REPORT
Customer: NPS Departments

To generate a report that lists all NPS alumni and the curricula that
they studied while attending the school

A customer arrives at a computer terminal to generate reports from
the alumni system. The customer selects the report parameters.
The system acknowledges the information requested and generates
the relevant report(s). Upon completion, the customer exits the
system and leaves with the reports.

Primary and essential

R1.1,R1.2,R1.3,R1.9

Use Cases: Customer must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the print reports option
from the main menu.

2. Reports screen appears, prompting
user to select an option.

3. User selects the required report from
the options and enters additional
parameters that may be required.

4. System accepts the selections and
generates the required report.

5. User clicks exit to leave the print

reports screen.

Tabl e 25.

6. Return user to the main menu.

Use Case: Alumi by Curricul a Report
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4. Use Case: Alummi by Country Report

SECTION:
Use Case:
Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
GENERATE ALUMNI BY COUNTRY REPORT
Customer: Department of International Programs

To generate a report that lists all NPS alumni and their country of
origin

A customer arrives at a computer terminal to generate reports from
the alumni system. The customer selects the report parameters.
The system acknowledges the information requested and generates
the relevant report(s). Upon completion, the customer exits the
system and leaves with the reports.

Primary and essential

R1.1,R1.2,R1.3,R1.9

Use Cases: Customer must have completed the login use case

Typical Course of Events:

Actor Action System Response

1. User selects the print reports option
from the main menu.

2. Reports screen appears, prompting
user to select an option.

3. User selects the required report from
the options and enters additional
parameters that may be required.

4. System accepts the selections and
generates the required report.

5. User clicks exit to leave the print

reports screen.

Tabl e 26.

6. Return user to the main menu.

Use Case: Alummi by Country Report
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5. Use Case: Schieffelin Award

SECTION:
Use Case:

Actors:

Purpose:

Overview:

Type:

Cross References:

MAIN
RECEIVE NOMINATIONS FOR SCHIEFFELIN AWARD

Customers: Registrar, Alumni Relations Office, NPS Foundation,
NPS Departments, NPS Alumni

To solicit nominations for the Naval Postgraduate School
Schieffelin Award

Customers arrive at computer terminals to both solicit and provide
nominations for the NPS Schieffelin Award. The initiating
customer generates a survey, and the responding customer inputs a
nomination into the system. The system compiles the list of
nominations and generates a report. The initiating customer
utilizes this information to recommend an award recipient.

Secondary and essential
R1.1,R1.2,R1.3,R1.7, R1.8, R1.9

Use Cases: Customers must have completed the login use case

Typical Course of Events:

Actor Action System Response
1. Initiating customer accesses the broadcast
Email application from the main menu.

2. The broadcast email screen
appears prompting the initiating
customer to enter survey criteria.

3. Initiating customer selects a target audience.

4. System accepts the criteria.

5. Initiating customer provides detailed
instructions and other pertinent information
in the broadcast interface.

6. System prompts user to select
either single (text, html, etc...)or
dual (combination) message
mode
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Typical Course of Events Continued:
Actor Action System Response

7. The system acknowledges the
customer’s selections and
provides the requested message
form.

8. Initiating customer reviews the message
created and submits the broadcast to all
potentially responding customers
9. The message is broadcasted to
alumni per the selected criteria.
10. Potential responding customers receive the
broadcasted message. Customers follow the
instructions provided, complete, and submit
the survey.
11. The system receives the
submission

12. The initiating customer selects the option
to compile the submission.
13. System compiles and tallies all
submissions received

14. Initiating customer requests report of compiled
submission

15. System generates the report.

16. Initiating customer receives the report and
clicks end to exit the report menu.

17. Return user to the main menu.

Tabl e 27. Use Case: Schieffelin Award
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